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This listing of claims will leplace all prior versions, and listings, of claims in the application. 
Listing of Claims: 

1-105 (Cancelled) 

1 06. (Currently Amended) In combination with a digital rights management 
(DRM) system operating on a computing device, the DRM system requiring a black box for 
performing decryption and encryption functions, a method of obtaining the black box by the 
DRM system from a black box server, the method comprising: 

requesting, by the DRM system, [[the]] afjnst black box from the black box. 

server; 

generating, by the black box server, the first black box, such generated first 
black box being unique and having a public / private key pair and functionality n e cessary to 
empley-sueh electronic code for employing the key pair within the DRM system on the 
computing device; 

delivering, by the black box server, the generated first black box to the DRM 

system; and 

installing, by the DRM system, the delivered first black box in such DRM 

system^ 

the DRM system farther providing code for periodically determining whether 
the first black box is current or not current and for upgrading at least the public / private key 
pair in the first black box from the black box server to result in a second black box when the 
fi rst b lack box is not current . 
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107. (Withdrawn) The method of claim 1 06 wherein the DRM system has 
a previously installed black box prior to the requesting step, the method further comprising 
determining prior to the requesting step that the previously installed black box is non-unique. 

1 08. (Withdrawn) The method of claim 106 wherein the DRM system has 
a previously installed black box prior to the requesting step, the method further comprising 
determining prior to Lhe requesting step that the previously .installed black box is not current. 

109. (Original) The method of claim 1 06 wherein the requesting step 
comprises requesting the black box by way of a network connection to the black box server. 

1 10. (Original) The method of claim 109 wherein the requesting step 
comprises requesting the black box by way of an Internet connection to the black box server. 

J 1 L (Withdrawn) The method of claim 1 06 wherein the DRM system has 
a first previously installed black box prior to the requesting step, the first previously installed 
black box having a public / private key pair different from the public / private key pair of the 
generated black box, and wherein the generating step includes providing the generated black 
box with the public / private key pair of the first previously installed black box. 

1 12. (Withdrawn) The method of claim 1 1 1 wherein the DRM system had 
a second previously installed black box prior to having the first previously installed black 
box, the second previously installed black box having a public / private key pair different 
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from the public / private key pair of the first previously installed black box and also different 
from the public / private key pair of the generated black box, and wherein the generating step 
further includes providing the generated black box with the public / private key pair of the 
second previously installed black box. 

113. (Withdrawn) The method of claim 106 wherein the generating step 
includes providing the generated black box with an identifier indicative of currency, 

1 14. (Withdrawn) The method of claim 1 13 wherein the generating step 
includes providing the generated black box with a version number. 

1 15. (Withdrawn) The method of claim 106 wherein the generating step 
includes providing the generated black box with a digital certificate. 

116. (Withdrawn) The method of claim 115 wherein the generating .step 
includes providing the generated black box with a digital certificate proffering that the 
generated black box should be trusted. 

1 1 7. (Withdrawn) The method of claim 106 wherein the generating step 
includes encrypting at least a portion of the private key of the generated black box according 
to a code-based encryption technique. 
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from the public / private key pair of the first previously installed black box and also different 
from the public / private key pair of the generated bJack box, and wherein the generating step 
further includes providing the generated black box with the public / private key pair of the 
second previously installed black box. 

1 13. (Withdrawn) The method of claim 106 wherein the generating step 
includes providing the generated black box with an identifier indicative of currency, 

1 14. (Withdrawn) The method of claim 1 13 wherein the generating step 
includes providing the generated black box with a version number. 

1 15. (Withdrawn) The method of claim 106 wherein the generating step 
includes providing the generated black box with a digital certificate. 

116. (Withdrawn) The method of claim 1 15 wherein the generating step 
includes providing the generated black box with a digital certificate proffering that the 
generated black box should be trusted. 

1 17. (Withdrawn) The method of claim 106 wherein the generating step 
includes encrypting at least a portion of the private key of the generated black box according 
to a code-based encryption technique. 
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113. (Withdrawn) The method of claim 1 17 wherein the generating step 
includes encrypting at least a portion of the private key of the generated black box according 
to software code associated with the generated black box, whereby adulteration of such 
software code prevents such private key from being decrypted. 

1 19. (Original) The method of claim 106 wherein the generating step 
includes associating the generated black box with the DRM system / computing device, 
whereby the generated black box is inoperable on another DRM system / computing device. 

120. (Original) The method of claim 1 19 wherein the requesting step 
includes providing information unique to the DRM system / computing device, and wherein 
the generating step includes generating the black box based in part on the provided 
information, whereby the generated black box can recognize whether it is intended for the 
DRM system / computing device upon which it is installed. 

121. (Original) The method of claim 1 19 wherein the DRM system / 
computing device is a first DRM system / computing device, wherein the generating step 
includes associating the generated black box with the first DRM. system / computing device 
and also with a second DRM system / computing device, whereby the generated black box is 
inoperable on another DRM system / computing device which is not the first or second DRM 
system / computing device. 
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122, (CuiTCntly Amended) In combination with a digital rights management 

(DRM) systcxn operating on a computing device, the DRM system requiring a black box for 

performing decryption and encryption functions, a method of obtaining the black box by the 

DRM system, the method comprising: 

requesting [[theJJ a first black box from a black box server, the black box 

server thereafter generating the first black box, such first generated black box being unique 

and having a public / private key pair and functionality necess a ry to e mploy s uch electronic 

code for employing die key pair within the DRM system on the computing device; 

receiving the generated first black box from the black box server; and 

installing the received firsL black box in such DRM system^ 

the DRM system further providing code for periodically determining wheth er 

the first bl ack box is current or not curren t and for upgrading at least the public 7 pri vate key 

gajrln the first black box from the black bo x_server to result in a second black box whenjhg 

first black box is not current . 

] 23. (Withdrawn) The method of claim 1 22 wherein the DRM system has 
a previously installed black box prior to the requesting step, the method further comprising 
determining prior to the requesting step that the previously installed black box is non-unique. 

124. (Withdrawn) The method of claim 122 wherein the DRM system has 
a previously installed black box prior to the lcquesting slep, the method further comprising 
determining prior to the requesting step that the previously installed black box js not current. 
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125. (Original) The method of claim 122 wherein the requesting step 
comprises requesting the black box by way of a network connection to the black box server. 

1 26. (Withdrawn) The method of claim 1 25 wherein the requesting step 
comprises requesting the black box by way of an Internet connection to the black box server, 

127. (Withdrawn) The method of* claim 122 wherein the DRM system has 
a first previously installed black box prior to the requesting step, the first previously installed 
black box having a public / private key pair different from the public / private key pair of the 
generated black box, and wherein the requesting step includes providing the public / private 
key pair of the first previously installed black box to the black box server, whereby the 
generated black box is provided with the public / private key pair of the first previously 
installed black box. 

128. (Withdrawn) The method of claim 1 27 wherein the DRM system had 
a second previously installed black box prior to having the first previously installed black 
box, the second previously installed black box having a public / private key pair different 
from the public / private key pair of the first previously installed black box and also different 
from the public / pri vate key pair of the generated black box, and wherein the requesting stop 
further includes providing the public / private key pair of the second previously installed 
black box to fee black box server, whereby the generated black box is also provided with the 
public / private key pair of the second previously installed black box. 
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125. (Original) The method of claim 122 wherein the requesting step 
comprises requesting the black box by way of a network connection to the black box server. 

1 26. (Withdrawn) The method of claim J 25 wherein the requesting step 
comprises requesting the black box by way of an Internet connection to the black box server, 

127. (Withdrawn) The method ofclaim 1 22 wherein the DRM system has 
a first previously installed black box prior to the requesting step, the first previously installed 
black box having a pubfic / private key pair different from the public / private key pair of the 
generated black box, and wherein the requesting step includes providing the public / private 
key pair of the first previously installed black box to the black box server, whereby the 
generated black box is provided with the public / private key pair of the first previously 
installed black box. 

128. (Withdrawn) The method of claim 127 wherein the DRM system had 
a second previously installed black box prior to having the first previously installed black 
box, the second previously installed black box having a public / private key pair different 
from the public / private key pair of the first previously installed black box and also different 
from The public / private key pair of the generated black box, and wherein the requesting step 
fuither includes providing the public / private key pair of the second previously installed 
black box to the Mack box server, whereby the generated black box is also provided with the 
public / private key pair of the second previously installed black box. 
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129. (Withdrawn) 'Hie method of claim J 22 wherein the received black 
box includes an identifier indicative of currency. 

1 30. (Withdrawn) The method of claim 129 whercin Ihc received black 
box includes a version number. 

13 L (Withdrawn) The method of claim 122 wbctcin the received black 
box includes a digital certificate. 

132. (Withdrawn) The method of claim 13 1 wherein the received black 
box includes a digital certificate proffering that such received black box should be trusted. 

133. (Withdrawn) The method of claim 1 22 wherein at least a portion of 
the private key of the received black box is encrypted according to a code-based encryption 
technique. 

134. (Withdrawn) The method of claim 133 at least a portion of the private 
key of the received black box is encrypted according lo software code associated with such 
received black box, whereby adulteration of such software code prevents such private key 
from being decrypted. 
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129. (Withdrawn) The method of claim J 22 wherein the received black 
box includes an identifier indicative of currency. 

1 30. (Withdrawn) The method of claim 129 wherein the received black 
box includes a version number. 

13L (Withdrawn) ll»e method of claim 122 wbctxiin the received black 
box includes a digital certificate. 

132. (Withdrawn) The method of claim 13 1 wherein the received black 
box includes a digital certificate proffering that such received black box should be trusted, 

133. (Withdrawn) The method of claim 1 22 wherein at least a portion of 
the private key of the received black box is encrypted according to a code-based encryption 
technique. 

134. (Withdrawn) The method of claim 133 ai least a portion of the private 
key of the received black box is encrypted according to software code associated with such 
received black box, whereby adulteration of such software code prevents such private key 
from being decrypted. 
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135. (Original) The method of claim 122 wherein the received black 
box is associated with the DRM system / computing device, whereby such received black box 
is inoperable on another DRM system / computing device. 

136. (Original) I he method of claim 135 wherein the requesting step 
includes providing information unique to the DRM system / computing device, and wherein 
the received black box was generated based in part on the provided information, whereby the 
received black box can recognize whether it is intended for the DRM system / computing 
device upon which it is installed. 

137. (Original) The method of claim 135 wherein the DRM system / 
computing device is a first DRM system / computing device, wherein the received black box 
is associated with the first DRM system / computing device and also with a second DRM 
system / computing device, whereby The received black box is inoperable on another DR M 
system / computing device which is not the first or second DRM system / computing device. 

1 38. (Currently Amended) In combination with a digital rights management 
(DRM) system operating on a computing device, the DRM system requiting a black box for 
performing decryption and encryption functions, a method of providing toe black box by a 
black box server, the method comprising: 

receiving a request for [[the]] a first black box from the DRM system; 
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generating the first black box, such generated first black box being unique and 
having a public / private key pair and fumaiom&lyHfHXj& ssary to e mploy uuch electronic code 
for employing the key pair wilhin the DRM system on the computing device; and 

delivering the generated first black box to the DRM system, the delivered first 
black box being installed by the DRM system in such DRM systen^ 

the DRM system further p rovi ding code for periodically determining whether 
the first black box, is current or not current and for upgrading at least the public / pri vatekgy 
pair in the first black box from the black box server to result in a second black box when the 
first black box is not current . 

J.39, (Original) The method of claim 138 wherein the receiving step 
comprises receiving the request by way of a network connection between the black box 
server and the DRM system. 

1 40. (Original) The method of claim 139 wherein the receiving step 
comprises receiving the request by way of an Internet connection between the black box 
server and the DRM system. 

141. (Withdrawn) The method of claim 138 wherein the DRM system has 
a first previously installed black box prior to the requesting step, the first previously installed 
black box having a public / private key pair different from the public / private key pair of the 
generated black box, and wherein the generating step includes providing the generated black 
box with the public / private key pair of the first previously installed black box. 
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generating the first black box, such generated first black box being unique and 
having a public / private key pair and fum&ioTK&ty-Hefceii sary lo e mploy such eleclronic code 
for employing the key pair within the DRM system on the computing device; and 

delivering the generated first black box to the DRM system, the delivered first 
black box being installed by the DRM system in such DRM system 1 

the DRM system further pro vi ding code for periodically determining whether 
the first black box, is current or not exigent and for upjirading at l east the public / private key 
pair in the first black box from the black box server to result in a second black box when the 
first black box is not current . 

139. (Original) The method of claim 138 wherein the receiving step 
comprises receiving the request by way of a network connection between the black box 
server and the DRM system. 

1 40. (Original) The method of claim 1 39 wherein the receiving step 
comprises receiving the request hy way of an Internet connection between the black box 
server and the DRM system. 

141. (Withdrawn) The method of claim 138 wherein the DRM system has 
a first previously installed black box prior to the requesting step, the first previously installed 
black box having a public / private key pair different from the public / private key pair of the 
generated black box, and wherein the generating step includes providing the generated black 
box with the public / private key pair of the first previously installed black box. 
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142. (Withdrawn) The method of claim 141 wherein the DRM system had 
a second previously installed black box prior to having the first previously installed black 
box, the second previously installed black box having a public / private key pair different 
from the public / private key pair of the first previously installed black box and also different 
from the public / private key pair of the generated black box, and wherein the generating step 
further includes providing the generated black box with the public / private key pair of the 
second previously installed black box. 

143. (Withdrawn) The method of claim 138 wherein the generating step 
includes providing the generated black box with an identifier indicative of currency. 

144. (Withdrawn) The method of claim 143 wherein the generating step 
includes providing the generated black box with a version number. 

145* (Withdrawn) The method of claim 138 wherein the generating step 
includes providing the generated black box with a digital certificate. 

146. (Withdrawn) The method of claim 1 45 wherein the generating step 
includes providing the generated black box with a digital certificate proffering that the 
generated black box should be trusted. 
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147. (Withdrawn) The method of claim 138 wherein the generating step 
includes encrypting at least » portion of the private key of the generated black box according 
to a code-based encryption technique. 

148. (Withdrawn) The method of claim 147 wherein the generating step 
includes encrypting at least a portion of the private key of the generated black box according 
to software code associated with the generated black box, whereby adulteration of such 
software code prevents such private key from being decrypted. 

149. (Original) The method of claim 138 wherein the generating step 
includes associating the generated black box with the DRM system / computing device, 
whereby the generated black box is inoperable on another DRM system / computing device. 

150. (Original) The method of claim 149 wherein The receiving step 
includes receiving information unique to the DRM system/ computing device, and wherein 
the generating step includes generating the black box based in part on the received 
information, whereby the generated black box can recognize whether it is intended for the 
DRM system / computing device upon which it is installed. 

.151. (Original) The method of claim 149 wherein the DRM system / 
computing device is a first DRM system / computing device, wherein the generating step 
includes associating the generated black box with the first DRM system / computing device 
and also with a second DRM system / computing device, whereby the generated black box is 
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inoperable on another DRM system / computing device which is not Ihc first or second DRM 
system / computing device. 



152. (Currently Amended) A computer-readable medium having computer- 
executable instructions thereon for performing a method in combination with a digital rights 
management (DRM) system operating on a computing device, the DRM system requiring a 
black box for performing decryption and encryption functions, the method for obtaining the 
black box by the DRM system and comprising; 

requesting [f the]] a first black box from a black box server, the black box 
server thereafter generating the first black box, such first generated black box being unique 
and having a public / private key pair and fonetiona lt iy - neuessitfy - to - employ ^ ^ electronic 
code for employing die key pair within the DRM system on ihc computing device; 

receiving the generated first black box from the black box server; and 
installing the received first black box in such DRM system^ 
the DRM system further providing code for periodically determining whether 
the first black box is current or not current and for upgrading at least, the public / private key 
pair in the first black box from, the black box server to result in a second black box when the 
first_bl_ack box is not current. 



153. (Withdrawn) The method of claim 152 wherein the DRM system has 
a previously installed black box prior to the requesting step, the method further comprising 
determining prior to the requesting step that the previously installed black box is non-unique, 
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154. (Withdrawn) The method of claim 152 wherein Ihc DRM system has 
a previously installed black box prior lo the requesting step, the method further comprising 
determining prior to the requesting step that the previously installed blaek box is not current. 

155. (Original) The method of claim 152 wherein the requesting step 
comprises requesting the black box by way of a network eonneclion to (he black box server. 

156. (Original) The method of claim 155 whcicin the requesting step 
comprises requesting the black box by way of an Internet connection to the black box server. 

157. (Withdrawn) The method of claim 152 wherein the DRM system has 
a first previously installed black box prior to the requesting step, the first previously installed 
black box having a public / private key pair different from the public / private key pair of the 
generated black box, and wherein the requesting step includes providing The public / private 
key pair of the first previously installed black box to the black box server, whereby the 
generated black box is provided with the public / private key pair of the first previously 
installed black box. 

158. (Withdrawn) The method of claim 1 57 wherein the DRM system had 
a second previously installed black box prior to having the first previously installed black 
box, the second previously installed black box having a public / private key pair different 
from the public / private key pair of the first previously installed black box and also different 
from the public / private key pair of the generated black box, and wherein the requesting step 
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further includes providing the public / private key pair of the second previously installed 
black box to the black box sewer, whereby the generated black box is also provided with the 
public / private key pair of the second previously installed black box. 

159. (Withdrawn) The method of claim 1 52 wherein the received black 
box includes an identifier indicative of currency. 

160. (Withdrawn) The method of claim 159 wherein the received black 
box includes a version number. 

161. (Withdrawn) The method of claim 152 wherein the received black 
box includes a digital certificate. 

162. (Withdrawn) The method of claim 161 wherein Ihe received black 
box includes a digital certificate proffering that such received black box should be trusted. 

163. (Withdrawn) The method of drum 1 52 wherein at least a portion of 
the private key of the received black box is encrypted according to a code-based encryption 
technique. 

164. (Withdrawn) The method of claim 163 at least a portion of the private 
key of the received black box is encrypted according to software code associated with such 
received black box, whereby adulteration of such software code prevents such private key 
from being decrypted. 
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165. (Original) The method of claim 152 wherein the received black 
box is associated with the DRM system / computing device, whereby such received black box 
is inoperable on another DRM system / computing device. 

166. (Original) Hie method of claim 165 wherein the requesting step 
includes providing information unique to the DRM system / computing device, and wherein 
the received black box was generated based in pari on the provided information, whereby the 
received black box can recognize whether il is inLended for the DRM system / computing 
device upon which it is installed. 

167. (Original) The melhod of claim 165 wherein the DRM system / 
computing device is a first DRM system / computing device, wherein the received black box 
is associated with the first DRM system / computing device and also with a second DRM 
system / computing device, whereby the received black box is inoperable on another DRM 
system / computing device which is Dot the first or second DRM system / computing device. 

168. (Currently Amended) A computer-readable medium having computer- 
executable instructions thereon for performing a method in combination with a digital rights 
management (DRM) system operating on a computing device, the DRM system requiring a 
black box for performing decryption and encryption functions, the method for providing the 
black box by a black box server and comprising: 

receiving a request for [ItheJJ a first black box from the DRM system; 
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generating the first black box, such generated first blacjc box being unique and 
having a public / private key pair and functionality accessary to employ such electronic code 
for employing the key pair within the DRM system on the computing device; and 

delivering the generated first black box to the DRM system, the delivered first 
black box being installed by the DRM system in such DRM systcn^ 

the DRM system further providing code for periodically determining whether 
t he first hlack box is current or not current and for upgrading at least the public / private key 
pair in the first. black bo x from the black box server to result in a second black box when the 
first nn hiac k box is not curren t. 

169. (Original) The method of claim 168 wherein the receiving step 
comprises receiving the request by way of a network connection between the black box 
server and the DRM system. 

170. (Original) The method of claim 169 wherein the receiving step 
comprises receiving the request by way of an Internet connection between the black box 
server and the DRM system. 

J7L (Withdrawn) The method of claim 168 wherein the DRM system has 
a first previously installed black box prior to the requesting slop, the first previously instal led 
black box having a public / private key pair different from the public / private key pair of the 
generated black box, and wherein the generating step includes providing the generated black 
box with the public / private key pair of the first previously installed black box. 
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172. (Withdrawn) The method of claim 171 wherein the D'KM system had 
a second previously installed black box prior to having the first previously installed black 
box* the second previously installed black box having a public / private key pair different 
from the public / private key pair of the first previously installed black box and also different 
from the public / private key pair of the generated black box, and wherein the generating step 
further includes providing the generated black box with the public / private key pair of the 
second previously installed black box. 

173. (Withdrawn) The method of claim 168 wherein the generating step 
includes providing the generated black box with an identifier indicative of currency. 

174. (Withdrawn) The method of claim 173 wherein the generating step 
includes providing the generated black box with a version number. 

1 75. (Withdrawn) The method of claim 168 wherein the generating step 
includes providing the generated black box with a digital certificate. 

1 76. (Withdrawn) The method of claim 175 wherein the generating step 
includes providing the generated black box with a digital certificate proffering that the 
generated black box should he trusted. 



Page 18 of 23 



PAGE 25/31 * RCVD AT 11/2/2005 3:15:14 PM [Eastern Standard Time] * SVR:USPTO«EFXRF-6/34 * DNISOT55 * C8ID:Fax » DURATION (mm-ss):09-04 



11/2/2005 J:1U PM FROM: Fax TO; lt>7127*JG7t.b PACE; 022 OF 020 

TM>CRfiTNO.: MSFr-0109/127334-9 VATIiJNT 
ApplkxKfoii No.: 09/482,840 
Supplemental Response 

177. (Withdrawn) The method of claim 168 wherein the generating step 
includes encrypting at least a portion of the private key of the generated black box according 
to a code-based encryption technique. 

178. (Withdrawn) The method of claim 1 77 wherein the generating step 
includes encrypting at least a portion of the private key of the generated black box according 
to software code associated with the generated black box, whereby adulteration of such 
software code prevents such private key from being decrypted. 

1 79. (Original) The method of claim 168 wherein the generating step 
includes associating the generated black box with the DRM system / computing device, 
whereby the generated black box is inoperable on another DRM system / computing device. 

1 80. (Original) The method of claim 179 wherein the receiving step 
includes receiving information unique to the DRM system / computing device, and wherein 
the generating step includes generating the black box based in part on the received 
information, whereby the generated black box can recognize whether it is intended for the 
DRM system / computing device upon which it is installed, 

181. (Original) The method of claim 179 wherein the DRM system / 
computing device is a first DRM system / computing device, wherein the generating step 
includes associating the generated black box with the first DRM system / computing device 
and also with a second DRM system / computing device, whereby the generated black box is 
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inoperable on another DRM system / computing device which is not the first or second DRM 
system / computing device. 
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